

    
      
          
            
  
Welcome to python-spresso’s documentation!

python-spresso is a framework that aims at making it easy to provide authentication
via SPRESSO [https://spresso.me/] within an application stack.




Status

python-spresso is feature complete, as specified in the SPRESSO Paper [http://infsec.uni-trier.de/publications/paper/FettKuestersSchmitz-TR-spresso-2015.pdf] .
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Installation

python-spresso is available on
PyPI [http://pypi.python.org/pypi/python-spresso/].


pip install python-spresso





Usage

The following examples only shows how to instantiate the providers.
It is not a working example as site adapter implementations for the Identity Provider are missing.
Take a look at the examples [https://github.com/lujung/python-spresso/tree/master/example] directory.

Example Settings

from wsgiref.simple_server import make_server

import spresso

# Create the controller.
provider = spresso.Settings()

provider.add_grant(spresso.ForwardAuthenticateGrant())
# Wrap the controller with the WSGI adapter
app = spresso.wsgi.ProviderApplication(provider)

if __name__ == "__main__":
    httpd = make_server('', 8080, app)
    httpd.serve_forever()





Example Identity Provider

from wsgiref.simple_server import make_server

import spresso

class LoginSiteAdapter(spresso.LoginSiteAdapter):
    TEMPLATE = '''
        <form id='loginform' onsubmit="getIdentityAssertion(); return false;">
            Email Address: <span id="email_placeholder"></span><br>
            Password:<input type="password" id="password">
            <button type="submit">Log In</button>
        </form>
    '''

    def authenticate_user(self, request, response, environ):
        # Return user email from session
        pass

    def render_auth_page(self, request, response, environ):
        response.body = self.TEMPLATE
        return response


class SignSiteAdapter(spresso.IdentityProviderSignSiteAdapter):
    def authenticate_user(self, request, response, environ):
        # raise spresso.error.UserNotAuthenticated("message") Exception
        # if the user could not be authenticated locally.
        # POST parameter are accessible through the request object:
        # request.post_param('email'), request.post_param('password'))


login = LoginSiteAdapter()
sign = SignSiteAdapter()

# Create the controller.
provider = spresso.Settings()

provider.add_grant(
    spresso.IdentityProviderAuthenticationGrant(
        login_site_adapter=login,
        signature_site_adapter=sign
    )
)

# Wrap the controller with the WSGI adapter
app = spresso.wsgi.ProviderApplication(provider)

if __name__ == "__main__":
    httpd = make_server('', 8081, app)
    httpd.serve_forever()





Example Relying Party

from wsgiref.simple_server import make_server

import spresso

sessions = dict()
authenticated_sessions = dict()


class IndexSiteAdapter(spresso.IndexSiteAdapter):
    TEMPLATE = '''
        authenticated_sessions: {}<br>
        <form onsubmit="startLogin(); return false;">
            <input id="email_input" value="" required autofocus>
            <button type="submit">Login</button>
        </form>
    '''

    def render_auth_page(self, request, response, environ):
        # retrieve cookie and get session from user
        response.body = self.TEMPLATE.format(authenticated_sessions)
        return response


class StartLoginSiteAdapter(spresso.StartLoginSiteAdapter):
    def save_session(self, session):
        sessions.update(session)


class RedirectSiteAdapter(spresso.RedirectSiteAdapter):
    def load_session(self, key):
        return sessions.get(key)


class LoginSiteAdapter(spresso.LoginSiteAdapter):
    def load_session(self, key):
        return sessions.get(key)

    def save_session(self, session):
        authenticated_sessions.update(session)

    def authentication_callback(self):
        print('User is logged in')


index = IndexSiteAdapter()
start_login = StartLoginSiteAdapter()
redirect = RedirectSiteAdapter()
login = LoginSiteAdapter()
# Create the controller.
provider = spresso.RelyingPartyAuthenticationSettings()

provider.add_grant(
    spresso.RelyingPartyAuthenticationGrant(
        index_site_adapter=index,
        start_login_site_adapter=start_login,
        redirect_site_adapter=redirect,
        login_site_adapter=login
    )
)

# Wrap the controller with the Wsgi adapter
app = spresso.wsgi.ProviderApplication(provider)

if __name__ == "__main__":
    httpd = make_server('', 8082, app)
    httpd.serve_forever()








Site adapter

python-spresso does not define how you identify a user or show a confirmation dialogue.
Instead your application should use the API defined by spresso.controller.grant.authentication.SiteAdapter.




Extendability

Provider WSGI applications can be wrapped with other applications.
This can be achieved by using classes from the werkzeug python package.

Additionally a PathDispatcher is available, that first checks the Provider application and
then a default application.

# Path prefix based dispatching
app = DispatcherMiddleware(provider_app, {
    '/app': app
})

run_simple('localhost', 5000, app)


# Path based dispatching
app = PathDispatcher(flask_app, provider_app)
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spresso.controller.web package


Submodules




spresso.controller.web.wsgi module


	
class PathDispatcher(default_app, app)

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
get_application(environ)

	








	
class WsgiApplication(application)

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Implements WSGI.


	
HTTP_CODES = {400: '400 Bad Request', 401: '401 Unauthorized', 404: '404 Not Found', 405: '405 Method not allowed', 200: '200 OK', 301: '301 Moved Permanently', 302: '302 Found'}

	








	
in_supported_endpoints(endpoints, environ)

	






Module contents







          

      

      

    

  

    
      
          
            
  
spresso.controller.grant.authentication.site_adapter package


Submodules




spresso.controller.grant.authentication.site_adapter.base module


	
class AuthenticatingSiteAdapter

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
authenticate_user(request, response, environ)

	








	
class CookieSiteAdapter

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
set_cookie(service_token, response)

	








	
class IdentityAssertionExtensionSiteAdapter

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
get_additional_data()

	








	
class JavascriptSiteAdapter

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
set_javascript(script)

	








	
class SessionLoadSiteAdapter

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
load_session(key)

	








	
class SessionSaveSiteAdapter

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
save_session(session)

	








	
class UserFacingSiteAdapter

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
render_page(request, response, environ)

	










spresso.controller.grant.authentication.site_adapter.identity_provider module


	
class LoginSiteAdapter

	Bases: spresso.controller.grant.authentication.site_adapter.base.UserFacingSiteAdapter, spresso.controller.grant.authentication.site_adapter.base.JavascriptSiteAdapter, spresso.controller.grant.authentication.site_adapter.base.AuthenticatingSiteAdapter






	
class SignatureSiteAdapter

	Bases: spresso.controller.grant.authentication.site_adapter.base.AuthenticatingSiteAdapter, spresso.controller.grant.authentication.site_adapter.base.IdentityAssertionExtensionSiteAdapter








spresso.controller.grant.authentication.site_adapter.relying_party module


	
class IndexSiteAdapter

	Bases: spresso.controller.grant.authentication.site_adapter.base.UserFacingSiteAdapter, spresso.controller.grant.authentication.site_adapter.base.JavascriptSiteAdapter






	
class LoginSiteAdapter

	Bases: spresso.controller.grant.authentication.site_adapter.base.SessionLoadSiteAdapter, spresso.controller.grant.authentication.site_adapter.base.SessionSaveSiteAdapter, spresso.controller.grant.authentication.site_adapter.base.CookieSiteAdapter, spresso.controller.grant.authentication.site_adapter.base.IdentityAssertionExtensionSiteAdapter






	
class RedirectSiteAdapter

	Bases: spresso.controller.grant.authentication.site_adapter.base.SessionLoadSiteAdapter






	
class StartLoginSiteAdapter

	Bases: spresso.controller.grant.authentication.site_adapter.base.SessionSaveSiteAdapter








Module contents







          

      

      

    

  

    
      
          
            
  
spresso.utils package


Submodules




spresso.utils.base module


	
create_nonce(length)

	Generates random bytes of specified length. UNIX-like system will query
/dev/urandom, Windows will use CryptGenRandom()





	Parameters:	length (int [https://docs.python.org/2/library/functions.html#int]) – The length of the random sequence.


	Returns:	The random sequence.


	Return type:	bytes










	
create_random_characters(length, chars='ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789')

	Generates a random string of a specified length. Per default the charset
consists of uppercase ASCII letters and digits.





	Parameters:	
	length (int [https://docs.python.org/2/library/functions.html#int]) – The length of the random string sequence.

	chars (str [https://docs.python.org/2/library/functions.html#str]) – The charset from which to choose.






	Returns:	The random string sequence.




	Return type:	str [https://docs.python.org/2/library/functions.html#str]












	
from_b64(data_b64, return_bytes=False)

	Wrapper around base64.b64decode() [https://docs.python.org/2/library/base64.html#base64.b64decode] to decode data using Base64.





	Parameters:	
	data_b64 (str, bytes) – The Base64-encoded data.

	return_bytes (bool [https://docs.python.org/2/library/functions.html#bool]) – Flag to indicate if bytes or string should be
returned.






	Returns:	The decoded data.




	Return type:	str, bytes












	
get_file_content(path, mode)

	Wrapper around open() [https://docs.python.org/2/library/functions.html#open].





	Parameters:	
	path (str [https://docs.python.org/2/library/functions.html#str]) – The path to the file.

	mode (str [https://docs.python.org/2/library/functions.html#str]) – The mode in which the file should be opened.






	Raises:	
	ValueError – The path or mode is invalid.

	FileNotFoundError – The file could not found at the given path.






	Returns:	The file contents.




	Return type:	str [https://docs.python.org/2/library/functions.html#str]












	
get_resource(resource_path, path)

	Method to retrieve resource files from the package installation
directory.





	Parameters:	
	resource_path (str [https://docs.python.org/2/library/functions.html#str]) – The path where resources are stored.

	path (str [https://docs.python.org/2/library/functions.html#str]) – The relative path to the resource.






	Returns:	The file content of the resource.




	Return type:	str [https://docs.python.org/2/library/functions.html#str]












	
get_url(scheme, netloc, path='', params='', query='', fragment='')

	Wrapper around urllib.parse.ParseResult and
urllib.parse.urlunparse() to retrieve an URL.





	Parameters:	
	scheme (str [https://docs.python.org/2/library/functions.html#str]) – The URL scheme.

	netloc (str [https://docs.python.org/2/library/functions.html#str]) – The URL domain.

	path (str [https://docs.python.org/2/library/functions.html#str]) – The URL path.

	params (str [https://docs.python.org/2/library/functions.html#str]) – The URL parameters.

	query (str [https://docs.python.org/2/library/functions.html#str]) – The URL query arguments.

	fragment (str [https://docs.python.org/2/library/functions.html#str]) – The URL fragment.






	Returns:	The URL.




	Return type:	str [https://docs.python.org/2/library/functions.html#str]












	
to_b64(data)

	Wrapper around base64.b64encode() [https://docs.python.org/2/library/base64.html#base64.b64encode] to encode data using Base64.





	Parameters:	data (str, bytes) – The data.


	Returns:	The Base64-encoded data.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]










	
update_existing_keys(source, target)

	Wrapper around dict.update().
This function only updates the existing keys in the dictionary.





	Parameters:	
	source (dict [https://docs.python.org/2/library/stdtypes.html#dict]) – The source dictionary.

	target (dict [https://docs.python.org/2/library/stdtypes.html#dict]) – The target dictionary.
















spresso.utils.crypto module

This module provides the necessary cryptographic primitives for the system.
It is based on the cryptography [https://cryptography.io/en/latest/]
package.


	
create_signature(private_key, data)

	Method to create a PKCS#1 signature using SHA256.

Load a RSA private key in PEM format using load_pem_private_key [https://cryptography.io/en/latest/hazmat/primitives/asymmetric/serialization/#cryptography.hazmat.primitives.serialization.load_pem_private_key].
Then configure a signer object and sign the passed in data.





	Parameters:	
	private_key (bytes) – The RSA private key used during signature
creation.

	data (bytes) – The data to be signed.






	Returns:	The signature.




	Return type:	bytes












	
decrypt_aes_gcm(key, iv, auth_tag, cipher_text, associated_data=b'')

	Method to decrypt AES in GCM mode.

Constructs a Cipher [https://cryptography.io/en/latest/hazmat/primitives/symmetric-encryption/#cryptography.hazmat.primitives.ciphers.Cipher]
object from key, iv and authentication tag. The associated data is passed in
during decryption.





	Parameters:	
	key (bytes) – The symmetric key used during decryption.

	iv (bytes) – The initialisation vector used during decryption.

	auth_tag (bytes) – The authentication tag used during decryption.

	cipher_text (bytes) – Cipher text to decrypt.

	associated_data (bytes) – Additional authentication data that was passed
in during encryption.






	Returns:	The decrypted cipher text.




	Return type:	bytes




	Raises:	InvalidTag – The authentication tag in combination with the given
parameters is invalid.












	
encrypt_aes_gcm(key, iv, plaintext, associated_data=b'')

	Method to encrypt AES in GCM mode.

Constructs a Cipher [https://cryptography.io/en/latest/hazmat/primitives/symmetric-encryption/#cryptography.hazmat.primitives.ciphers.Cipher]
object from key, iv. The plain text is passed in during encryption.





	Parameters:	
	key (bytes) – The symmetric key used during encryption.

	iv (bytes) – The initialisation vector used during encryption.

	plaintext (bytes) – Plain text to encrypt.

	associated_data (bytes) – Additional data to authenticate.






	Returns:	
	The encrypted plain text as bytes and the authentication tag

	as bytes.










	Return type:	tuple [https://docs.python.org/2/library/functions.html#tuple]




	Raises:	InvalidTag – The authentication tag in combination with the given
parameters is invalid.












	
verify_signature(public_key, signature, data)

	Method to verify a PKCS#1 signature using SHA256.

Load a RSA public key in PEM format using load_pem_public_key [https://cryptography.io/en/latest/hazmat/primitives/asymmetric/serialization/#cryptography.hazmat.primitives.serialization.load_pem_public_key].
Then configure a verifier object and verify the passed in data.





	Parameters:	
	public_key (bytes) – The RSA public key used in verification.

	signature (bytes) – The signature to verify.

	data (bytes) – The expected signed data, which should be verified.






	Raises:	InvalidSignature – The expected data was invalid in respect to the
signature.














spresso.utils.error module


	
exception InvalidSettings

	Bases: Exception

Raised by spresso.grant.base.SettingsMixin in case an
invalid settings class was passed to the instance.






	
exception InvalidSiteAdapter

	Bases: Exception

Raised by spresso.grant.base.SiteAdapterMixin in case an
invalid site adapter was passed to the instance.






	
exception SpressoBaseError(error, uri=None, message=None)

	Bases: Exception

Base class used by SPRESSO specific errors.





	Parameters:	
	error (str [https://docs.python.org/2/library/functions.html#str]) – Identifier of the error.

	uri (str [https://docs.python.org/2/library/functions.html#str]) – URL at which the error occurred.

	message (str [https://docs.python.org/2/library/functions.html#str]) – Short message that describes the error.














	
exception SpressoInvalidError(error, uri=None, message=None)

	Bases: spresso.utils.error.SpressoBaseError

Indicates an error during validation of a request.






	
exception UnsupportedAdditionalData

	Bases: Exception

Indicates incorrectly formatted additional data.






	
exception UnsupportedGrantError

	Bases: Exception

Indicates that a requested grant is not supported by the server.






	
exception UserNotAuthenticated

	Bases: Exception

Raised by spresso.grant.authentication.site_adapter.
identity_provider.SignatureSiteAdapter to indicate an unauthenticated
user.








spresso.utils.log module

There is one logger available to log uncaught exceptions in
<spresso.controller.application>.
If logging has not been configured, you will likely see this error:

Make sure that logging is configured to avoid this:
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spresso.view.api package


Submodules




spresso.view.api.api module


	
class ApiView(response_class=<class 'spresso.model.web.base.Response'>, **kwargs)

	Bases: spresso.view.base.TemplateView

View that specifies the template for the api endpoint.


	
template()
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spresso.model.authentication package


Submodules




spresso.model.authentication.identity_assertion module


	
class IdentityAssertion(**kwargs)

	Bases: spresso.model.authentication.identity_assertion.IdentityAssertionBase


	
decrypt(data)

	Decrypt the encrypted Identity Assertion.





	Parameters:	data (str [https://docs.python.org/2/library/functions.html#str]) – The encrypted IA as serialized JSON.


	Returns:	The decrypted IA as serialized JSON.


	Return type:	bytes


	Raises:	ValueError – A required parameter of the encrypted IA is missing.










	
sign()

	Method for signing the identity assertion.





	Returns:	The b64-encoded signature.




	Return type:	str [https://docs.python.org/2/library/functions.html#str]




	Raises:	
	ValueError – Attempt of creating a signature from a malformed IA.

	InvalidSettings – The private key is missing.














	
verify(signature)

	Verifies with a public key from whom the data came that it was
indeed signed by their private key.





	Parameters:	signature (bytes) – The Identity Assertion as serialized JSON.




	Raises:	
	ValueError – A required parameter to perform the verification

	is missing.

	InvalidSignature – The signature verification of the IA failed.


















	
class IdentityAssertionBase(**kwargs)

	Bases: spresso.model.base.Composition, spresso.model.base.SettingsMixin

Basic Identity Assertion Class.
The template instances ‘signature’ and ‘expected_signature’
can be extended to hold further information.
Object is used by IdP and RP.


	
from_request(request)

	Load an Identity Assertion from a request object.





	Parameters:	request (Request) – The request instance.










	
from_session(session)

	Load an Identity Assertion from a Session object.





	Parameters:	session (Session) – The session instance.










	
template = {'forwarder_domain': None, 'tag': None, 'email': None}

	










spresso.model.authentication.json_schema module

JSON schema definitions.


	
class AuthenticationJsonSchema

	Bases: spresso.model.base.JsonSchema

Base resource folder.


	
resource_path = 'resources/authentication/'

	








	
class IdentityAssertionDefinition

	Bases: spresso.model.authentication.json_schema.AuthenticationJsonSchema

Identity Assertion schmema definition.


	
file_path = 'json/ia_sig.json'

	




	
ia = 'ia_signature'

	








	
class StartLoginDefinition

	Bases: spresso.model.authentication.json_schema.AuthenticationJsonSchema

StartLogin schema definition.


	
file_path = 'json/start_login.json'

	




	
forwarder_domain = 'forwarder_domain'

	




	
login_session_token = 'login_session_token'

	




	
tag_key = 'tag_key'

	








	
class WellKnownInfoDefinition

	Bases: spresso.model.authentication.json_schema.AuthenticationJsonSchema

Well Known Info schema definition.


	
file_path = 'json/wk_info.json'

	




	
public_key = 'public_key'

	










spresso.model.authentication.request module


	
class IdpInfoRequest(netloc, **kwargs)

	Bases: spresso.model.base.SettingsMixin

Class to retrieve the well-known information from the IdP.
Extend this implementation by making requests over the Tor
network to ensure privacy.


	
get_content()

	Return the Well Known Info from the Identity Provider. Retrieved
resources can be cached.





	Returns:	The HTTP response content.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]
















spresso.model.authentication.session module


	
class Session(user, idp_info, **kwargs)

	Bases: spresso.model.base.SettingsMixin

Session object, used by the Relying Party. Validates input parameters.
Processes the Tag and generates the login URL.


	
get_login_url()

	Create, encrypt and serialize the Tag. Generate a Login
URL using all information necessary for the login flow.





	Returns:	The login URL.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]










	
validate()

	Validate the user, the settings and the Well Known info.












spresso.model.authentication.tag module


	
class Tag(rp_origin, rp_nonce, key, iv, **kwargs)

	Bases: spresso.model.authentication.tag.TagBase

Tag definition, providing a method for the encryption of a Tag.


	
encrypt(padding=True)

	Encrypt the Tag object.





	Parameters:	
	padding (bool [https://docs.python.org/2/library/functions.html#bool]) – Domain name padding, prevent side channel

	attacks. – 






	Returns:	Dictionary containing the initialization
vector and the cipher text.




	Return type:	Composition
















	
class TagBase(rp_origin, rp_nonce, key, iv, **kwargs)

	Bases: spresso.model.base.Composition

Base for a Tag. Can be extended to hold further information.


	
max_domain_length = 256

	




	
template = {'rp_origin': None, 'rp_nonce': None}

	










Module contents







          

      

      

    

  

    
      
          
            
  
spresso.model package


Subpackages



	spresso.model.authentication package
	Submodules

	spresso.model.authentication.identity_assertion module

	spresso.model.authentication.json_schema module

	spresso.model.authentication.request module

	spresso.model.authentication.session module

	spresso.model.authentication.tag module

	Module contents





	spresso.model.web package
	Submodules

	spresso.model.web.base module

	spresso.model.web.wsgi module

	Module contents












Submodules




spresso.model.base module


	
class Composition

	Bases: dict [https://docs.python.org/2/library/stdtypes.html#dict]

Extension to dict [https://docs.python.org/2/library/stdtypes.html#dict], defining the base for all SPRESSO
specific objects used by the system. Enables object-like access to
dictionary instances, as well as import from JSON and export to JSON.


	
from_json(data)

	Unserialize an object from a string representation.





	Parameters:	data (str [https://docs.python.org/2/library/functions.html#str]) – The serialized object.










	
to_json()

	Serialize an object to JSON. The keys are sorted, as some
operations in the SPRESSO flow depend on a unique representation.
json.dumps is used, because data is transmitted over the web.





	Returns:	The serialized object.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]














	
class JsonSchema

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Class to provide a schema validator.


	
file_path = ''

	




	
get_schema()

	Load a JSON schema from the resource folder.





	Returns:	The JSON schema.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]










	
resource_path = 'resources/'

	




	
validate(data_dict)

	Retrieve the schema and validate the obtained data.





	Parameters:	data_dict (dict [https://docs.python.org/2/library/stdtypes.html#dict]) – The data dictionary.














	
class Origin(request_header, **kwargs)

	Bases: spresso.model.base.SettingsMixin

Class for validating the origin header of a HTTP Request.


	
expected

	Retrieve the valid header.





	Returns:	The origin header.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]










	
valid

	Compare the correct and the obtained header using
urllib.parse.urlparse().



	Returns:

	bool: Validity of the obtained origin header.















	
class SettingsMixin(settings)

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Mixin class for assigning a configuration object.






	
class User(email, regexp='^[^#&]+@([a-zA-Z0-9-.]+)$')

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Basic user model.


	
basic_check()

	Match the email address against a regular expression and therefore
check its validity.





	Returns:	Statement if the regex matched against the email address.


	Return type:	bool [https://docs.python.org/2/library/functions.html#bool]










	
is_valid

	Test if the email is valid.





	Returns:	Validity of the email address.


	Return type:	bool [https://docs.python.org/2/library/functions.html#bool]










	
netloc

	Check if the email is valid and get the domain part.





	Returns:	The domain of the email address or None.
















spresso.model.cache module


	
class Cache(settings)

	Bases: spresso.model.base.SettingsMixin

Class to provide a central caching object. The object handles the
caching settings and manages a dictionary of CacheEntry
instances.


	
cache = {}

	




	
get(handle)

	Retrieve cached data.





	Parameters:	handle (str [https://docs.python.org/2/library/functions.html#str]) – The unique identifier.


	Returns:	None or the cached data.










	
set(handle, settings, data)

	Create and store a CacheEntry.





	Parameters:	
	handle (str [https://docs.python.org/2/library/functions.html#str]) – The unique identifier.

	settings (CachingSetting) – The caching configuration.

	data (str [https://docs.python.org/2/library/functions.html#str]) – The data to be cached.


















	
class CacheEntry(lifetime, in_memory)

	Bases: object [https://docs.python.org/2/library/functions.html#object]

A class to represent a cache entry. Provides methods to check its
validity, set data and get data.


	
get_data()

	Retrieve data from a cache entry, if the cache entry is valid. The
data is either loaded from memory or from the file system.





	Returns:	None or the cached data.










	
set_data(data)

	Set data on a cache entry. The data can be saved in memory or as a
temporary file.





	Parameters:	data (str [https://docs.python.org/2/library/functions.html#str]) – The data to be cached.










	
valid

	Validate the lifetime of a cache entry.





	Returns:	The validity.


	Return type:	bool [https://docs.python.org/2/library/functions.html#bool]
















spresso.model.request module


	
class GetRequest(scheme, netloc, path, verify, proxies)

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Class to resolve GET requests, based on the requests package. Enables
the use of proxy servers and the verification of public key
certificates.


	
request()

	Performs a GET request.





	Returns:	The response object, returned by requests.get().




	Raises:	
	SpressoInvalidError – A connection error occurred during the

	request or the status code of the response is not OK.




















spresso.model.settings module


	
class CachingSetting(name, in_memory, lifetime)

	Bases: spresso.model.settings.Entry

Caching configuration entry. Defines the storage type as well as the
lifetime.






	
class Container(*args, name=None)

	Bases: spresso.model.settings.Entry


	Container class that holds instances of type Entry and itself

	is an Entry.




	
all()

	Return all entries of the container.





	Returns:	The dictionary, containing all entries.


	Return type:	dict [https://docs.python.org/2/library/stdtypes.html#dict]










	
get(name)

	Return an entry from the container.





	Parameters:	name (str [https://docs.python.org/2/library/functions.html#str]) – Unique identifier of the entry.


	Returns:	The entry.


	Return type:	Entry










	
update(entry)

	Updates the container with an entry.





	Parameters:	entry (Entry) – The entry to be included.














	
class Domain(name, domain)

	Bases: spresso.model.settings.Entry

Domain configuration entry.






	
class Endpoint(name, path, methods)

	Bases: spresso.model.settings.Entry

URL endpoint configuration entry. Enables the configuration of the path
and the supported HTTP methods.






	
class Entry

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Basic configuration entry class.


	
name = None

	








	
class ForwardDomain(*args, padding=True)

	Bases: spresso.model.settings.Domain

Forward domain configuration entry. Extends Domain by
additional security settings.






	
class Schema(name, schema)

	Bases: spresso.model.settings.Entry

JSON schema configuration entry. References a JsonSchema
object.






	
class SelectionContainer(strategy, *args, default=None, **kwargs)

	Bases: spresso.model.settings.Container

A specialized container, which returns entries based on a selection
strategy. A default return value can be provided.
Supported selection strategies are:



	random: Choose a random Entry from the dictionary.

	select: Choose a fixed Entry from the dictionary.







	
default_id = 'default'

	




	
select(name=None)

	Return an entry from the dictionary. In case of the “select”
strategy a name has to be specified.





	Parameters:	name (str [https://docs.python.org/2/library/functions.html#str]) – Unique identifier.


	Returns:	None or an entry from the dictionary.










	
set_random()

	




	
set_select_or_default()

	




	
set_strategy(strategy)

	Set the selection strategy.





	Parameters:	strategy (str [https://docs.python.org/2/library/functions.html#str]) – The selection strategy.










	
update_default(value)

	Update the default return value.





	Parameters:	value (str [https://docs.python.org/2/library/functions.html#str]) – The new default entry.
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spresso.controller.grant.authentication.config package


Submodules




spresso.controller.grant.authentication.config.forward module


	
class Forward

	Bases: spresso.controller.grant.settings.Setting


	
endpoints = Container({'_dictionary': {'proxy': Endpoint({'path': '/.well-known/spresso-proxy', 'methods': ['GET'], 'name': 'proxy'})}})

	




	
js_template = 'script/fwd.js'

	




	
proxy_template = 'html/proxy.html'

	




	
resource_path = 'resources/authentication/'

	










spresso.controller.grant.authentication.config.identity_provider module


	
class IdentityProvider(domain, private_key_path, public_key_path)

	Bases: spresso.controller.grant.settings.Setting


	
endpoints = Container({'_dictionary': {'login': Endpoint({'path': '/.well-known/spresso-login', 'methods': ['GET', 'POST'], 'name': 'login'}), 'sign': Endpoint({'path': '/sign', 'methods': ['POST'], 'name': 'sign'}), 'info': Endpoint({'path': '/.well-known/spresso-info', 'methods': ['GET'], 'name': 'info'})}})

	




	
endpoints_ext = Container({'_dictionary': {'proxy': Endpoint({'path': '/.well-known/spresso-proxy', 'methods': ['GET'], 'name': 'proxy'})}})

	




	
js_template = 'script/idp.js'

	




	
json_schemata = Container({'_dictionary': {'sign': Schema({'schema': IdentityAssertionDefinition({}), 'name': 'sign'}), 'info': Schema({'schema': WellKnownInfoDefinition({}), 'name': 'info'})}})

	




	
resource_path = 'resources/authentication/'

	




	
sri = False

	




	
sri_hash = None

	










spresso.controller.grant.authentication.config.relying_party module


	
class RelyingParty(domain, forwarder_domain)

	Bases: spresso.controller.grant.settings.Setting


	
caching_settings = SelectionContainer({'_strategy': 'select', '_dictionary': {'default': CachingSetting({'lifetime': 172800, 'in_memory': True, 'name': 'default'})}})

	




	
default_caching = CachingSetting({'lifetime': 172800, 'in_memory': True, 'name': 'default'})

	




	
default_idp_endpoints = Container({'name': 'default', '_dictionary': {'login': Endpoint({'path': '/.well-known/spresso-login', 'methods': ['GET', 'POST'], 'name': 'login'}), 'info': Endpoint({'path': '/.well-known/spresso-info', 'methods': ['GET'], 'name': 'info'})}})

	




	
endpoints = Container({'_dictionary': {'login': Endpoint({'path': '/login', 'methods': ['POST'], 'name': 'login'}), 'index': Endpoint({'path': '/', 'methods': ['GET', 'POST'], 'name': 'index'}), 'wait': Endpoint({'path': '/wait', 'methods': ['GET'], 'name': 'wait'}), 'redirect': Endpoint({'path': '/redir', 'methods': ['GET'], 'name': 'redirect'}), 'start_login': Endpoint({'path': '/startLogin', 'methods': ['POST'], 'name': 'start_login'})}})

	




	
endpoints_ext = SelectionContainer({'_strategy': 'select', '_dictionary': {'default': Container({'name': 'default', '_dictionary': {'login': Endpoint({'path': '/.well-known/spresso-login', 'methods': ['GET', 'POST'], 'name': 'login'}), 'info': Endpoint({'path': '/.well-known/spresso-info', 'methods': ['GET'], 'name': 'info'})}})}})

	




	
fwd_selector = SelectionContainer({'_strategy': 'random', '_dictionary': {}})

	




	
js_template = 'script/rp.js'

	




	
json_schemata = Container({'_dictionary': {'info': Schema({'schema': WellKnownInfoDefinition({}), 'name': 'info'}), 'ia_signature': Schema({'schema': IdentityAssertionDefinition({}), 'name': 'ia_signature'}), 'start_login': Schema({'schema': StartLoginDefinition({}), 'name': 'start_login'})}})

	




	
proxies = {}

	




	
redirect_template = 'html/redir.html'

	




	
regexp = '^[^#&]+@([a-zA-Z0-9-.]+)$'

	




	
resource_path = 'resources/authentication/'

	




	
verify = True

	




	
wait_template = 'html/wait.html'
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spresso.controller.application module


	
class Application(response_class=<class 'spresso.model.web.base.Response'>)

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Endpoint of requests to the SPRESSO provider.





	Parameters:	response_class (Response) – The response class.






	
add_grant(grant)

	Add a grant to the application.






	
dispatch(request, environ)

	Dispatching of a client request. Choose the correct grant type from
the request and dispatch the request to it.





	Parameters:	
	request (Request) – The request.

	environ (dict [https://docs.python.org/2/library/stdtypes.html#dict]) – The WSGI environment.






	Returns:	func:’GrantHandler.process’ call on the appropriate grant,
returning a response to the requesting client.




	Return type:	The
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spresso.model.web.base module


	
class Request

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Base class defining the interface of a request.


	
cookies

	Retrieve a list of cookies from the header of the request.






	
get_cookie(key)

	Retrieve a specific cookie from the header of the request.






	
get_param(name, default=None)

	Retrieve a parameter from the query string of the request.






	
header(name, default=None)

	Retrieve a header of the request.






	
method

	Returns the HTTP method of the request.






	
path

	Returns the current path portion of the current uri.
Used by some grants to determine which action to take.






	
post_param(name, default=None)

	Retrieve a parameter from the body of the request.










	
class Response

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Contains data returned to the requesting user agent.


	
add_header(header, value)

	Add a header to the response.





	Parameters:	
	header (str [https://docs.python.org/2/library/functions.html#str]) – The identifier.

	value (str [https://docs.python.org/2/library/functions.html#str]) – The value.














	
headers

	Return the headers of the response.





	Returns:	The headers.


	Return type:	dict [https://docs.python.org/2/library/stdtypes.html#dict]










	
set_cookie(key, value, expires='', path='', comment='', domain='', max_age='', secure=True, version='', http_only=True)

	Add a cookie to the response.





	Parameters:	
	key (str [https://docs.python.org/2/library/functions.html#str]) – The identifier.

	value (str [https://docs.python.org/2/library/functions.html#str]) – The value.

	expires (str [https://docs.python.org/2/library/functions.html#str]) – The expiration date.

	path (str [https://docs.python.org/2/library/functions.html#str]) – The path.

	comment (str [https://docs.python.org/2/library/functions.html#str]) – A comment.

	domain (str [https://docs.python.org/2/library/functions.html#str]) – The domain.

	max_age (str [https://docs.python.org/2/library/functions.html#str]) – The expiration time in seconds.

	secure (bool [https://docs.python.org/2/library/functions.html#bool]) – Secure flag.

	version (str [https://docs.python.org/2/library/functions.html#str]) – The version.

	http_only (bool [https://docs.python.org/2/library/functions.html#bool]) – HTTPOnly flag.




















spresso.model.web.wsgi module


	
class WsgiRequest(env)

	Bases: spresso.model.web.base.Request

Contains data of the current HTTP request.


	
cookies

	Returns all cookies of the request.





	Returns:	An empty dictionary or all dictionary containing all cookies.










	
get_cookie(key)

	Returns a specific cookie of the request.





	Returns:	None or the cookie value.










	
get_param(name, default=None)

	Returns a param of a GET request identified by its name.





	Returns:	A default value or the parameter.










	
header(name, default=None)

	Returns the value of the HTTP header identified by name.





	Returns:	A default value or the header.










	
method

	Returns the method of the request.





	Returns:	The method.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]










	
path

	Returns the path of the request.





	Returns:	The path.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]










	
post_param(name, default=None)

	Returns a param of a POST request identified by its name.





	Returns:	A default value or the parameter.
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Submodules




spresso.controller.grant.authentication.core module


	
class ForwardAuthenticationGrant(settings, **kwargs)

	Bases: spresso.controller.grant.base.GrantHandlerFactory, spresso.controller.grant.base.SettingsMixin


	
settings_class

	alias of Forward










	
class IdentityProviderAuthenticationGrant(login_site_adapter, signature_site_adapter, **kwargs)

	Bases: spresso.controller.grant.base.GrantHandlerFactory, spresso.controller.grant.base.SettingsMixin


	
settings_class

	alias of IdentityProvider










	
class RelyingPartyAuthenticationGrant(index_site_adapter, start_login_site_adapter, redirect_site_adapter, login_site_adapter, **kwargs)

	Bases: spresso.controller.grant.base.GrantHandlerFactory, spresso.controller.grant.base.SettingsMixin


	
settings_class

	alias of RelyingParty












spresso.controller.grant.authentication.forward module


	
class ProxyHandler(settings)

	Bases: spresso.controller.grant.base.GrantHandler, spresso.model.base.SettingsMixin


	
process(request, response, environ)

	










spresso.controller.grant.authentication.identity_provider module


	
class InfoHandler(settings)

	Bases: spresso.controller.grant.base.GrantHandler, spresso.model.base.SettingsMixin, spresso.controller.grant.base.JsonErrorMixin


	
process(request, response, environ)

	








	
class LoginHandler(site_adapter, **kwargs)

	Bases: spresso.controller.grant.base.GrantHandler, spresso.controller.grant.base.SiteAdapterMixin, spresso.model.base.SettingsMixin, spresso.controller.grant.base.JsonErrorMixin


	
process(request, response, environ)

	




	
site_adapter_class

	alias of LoginSiteAdapter










	
class SignatureHandler(site_adapter, **kwargs)

	Bases: spresso.controller.grant.base.ValidatingGrantHandler, spresso.controller.grant.base.SiteAdapterMixin, spresso.model.base.SettingsMixin, spresso.controller.grant.base.JsonErrorMixin


	
process(request, response, environ)

	




	
read_validate_params(request)

	




	
site_adapter_class

	alias of SignatureSiteAdapter












spresso.controller.grant.authentication.relying_party module


	
class IndexHandler(site_adapter, **kwargs)

	Bases: spresso.controller.grant.base.GrantHandler, spresso.controller.grant.base.SiteAdapterMixin, spresso.model.base.SettingsMixin


	
process(request, response, environ)

	




	
site_adapter_class

	alias of IndexSiteAdapter










	
class LoginHandler(site_adapter, **kwargs)

	Bases: spresso.controller.grant.base.ValidatingGrantHandler, spresso.controller.grant.base.SiteAdapterMixin, spresso.model.base.SettingsMixin, spresso.controller.grant.base.JsonErrorMixin


	
process(request, response, environ)

	




	
read_validate_params(request)

	




	
site_adapter_class

	alias of LoginSiteAdapter










	
class RedirectHandler(site_adapter, **kwargs)

	Bases: spresso.controller.grant.base.ValidatingGrantHandler, spresso.controller.grant.base.SiteAdapterMixin, spresso.model.base.SettingsMixin, spresso.controller.grant.base.JsonErrorMixin


	
process(request, response, environ)

	




	
read_validate_params(request)

	




	
site_adapter_class

	alias of RedirectSiteAdapter










	
class StartLoginHandler(site_adapter, **kwargs)

	Bases: spresso.controller.grant.base.ValidatingGrantHandler, spresso.controller.grant.base.SiteAdapterMixin, spresso.model.base.SettingsMixin, spresso.controller.grant.base.JsonErrorMixin


	
process(request, response, environ)

	




	
read_validate_params(request)

	




	
site_adapter_class

	alias of StartLoginSiteAdapter










	
class WaitHandler(settings)

	Bases: spresso.controller.grant.base.GrantHandler, spresso.model.base.SettingsMixin


	
process(request, response, environ)
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Submodules




spresso.controller.grant.base module


	
class ErrorHandler

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
handle_error(error, response)

	








	
class GrantHandler

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
process(request, response, environ)

	








	
class GrantHandlerFactory

	Bases: object [https://docs.python.org/2/library/functions.html#object]






	
class JsonErrorMixin

	Bases: spresso.controller.grant.base.ErrorHandler


	
handle_error(error, response)

	








	
class SettingsMixin(settings, **kwargs)

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
settings_class = None

	








	
class SiteAdapterMixin(site_adapter, **kwargs)

	Bases: object [https://docs.python.org/2/library/functions.html#object]


	
site_adapter_class = None

	








	
class ValidatingGrantHandler

	Bases: spresso.controller.grant.base.GrantHandler, spresso.controller.grant.base.ErrorHandler


	
read_validate_params(request)

	










spresso.controller.grant.settings module


	
class Setting

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Base class for configuration objects.


	
debug = False

	




	
endpoints = Container({'_dictionary': {}})

	




	
scheme = 'https'
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spresso.controller.grant.api package


Submodules




spresso.controller.grant.api.api module


	
class ApiInformationHandler(application, settings, **kwargs)

	Bases: spresso.controller.grant.base.GrantHandler


	
process(request, response, environ)

	










spresso.controller.grant.api.core module


	
class ApiInformation(settings, **kwargs)

	Bases: spresso.controller.grant.base.GrantHandlerFactory, spresso.controller.grant.base.SettingsMixin


	
settings_class

	alias of ApiInformationSettings












spresso.controller.grant.api.settings module


	
class ApiInformationSettings

	Bases: spresso.controller.grant.settings.Setting


	
api_template = 'api.html'

	




	
endpoints = Container({'_dictionary': {'api_info': Endpoint({'path': '/spresso', 'methods': ['GET'], 'name': 'api_info'})}})

	




	
resource_path = 'resources/api/'
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Submodules




spresso.view.authentication.forward module


	
class ProxyView(response_class=<class 'spresso.model.web.base.Response'>, **kwargs)

	Bases: spresso.view.base.TemplateView

View that specifies the template for the proxy endpoint.


	
template()

	










spresso.view.authentication.identity_provider module


	
class SignatureView(signature, **kwargs)

	Bases: spresso.view.base.JsonView, spresso.model.base.SettingsMixin

View for the Identity Assertion signature endpoint.


	
json()

	Method for returning a validated JSON.





	Returns:	The dumped JSON object, containing the Identity Assertion.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]














	
class WellKnownInfoView(response_class=<class 'spresso.model.web.base.Response'>, **kwargs)

	Bases: spresso.view.base.JsonView, spresso.model.base.SettingsMixin

View for the well-known information endpoint.


	
json()

	Method for returning a validated JSON.





	Returns:	The dumped JSON object, containing the public key.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]
















spresso.view.authentication.relying_party module


	
class LoginView(user_email)

	Bases: spresso.view.base.JsonView

View for the Login endpoint.


	
json()

	Method for returning the user email.





	Returns:	The email.


	Return type:	str [https://docs.python.org/2/library/functions.html#str]














	
class RedirectView(response_class=<class 'spresso.model.web.base.Response'>, **kwargs)

	Bases: spresso.view.base.TemplateView

View that specifies the template for the redirect endpoint.


	
template()

	








	
class StartLoginView(session, **kwargs)

	Bases: spresso.view.base.JsonView, spresso.model.base.SettingsMixin

View for the Start Login endpoint.


	
json()

	Method for returning a validated JSON.





	Returns:	
	The dumped JSON object, containing the Start Login

	information.






	Return type:	str [https://docs.python.org/2/library/functions.html#str]














	
class WaitView(response_class=<class 'spresso.model.web.base.Response'>, **kwargs)

	Bases: spresso.view.base.TemplateView

View that specifies the template for the wait endpoint.


	
template()
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spresso.view.base module


	
class JsonView(response_class=<class 'spresso.model.web.base.Response'>, **kwargs)

	Bases: spresso.view.base.View

Abstract JSON view class.


	
json()

	Provides the actual JSON content. Has to be implemented by inheriting
classes






	
make_response(response)

	Wrapper around json_success_response(). Retrieves the JSON
data by calling json().





	Parameters:	response (spresso.model.web.base.Response) – The
response.


	Returns:	The response returned by json_success_response().














	
class Script(settings)

	Bases: spresso.view.base.TemplateBase

Template view class that is used to render a JavaScript used in SPRESSO.


	
template()

	Return the JS template file from the settings.





	Returns:	The template file path.














	
class TemplateBase(settings)

	Bases: spresso.model.base.SettingsMixin

Abstract template view class. Uses Jinja2 [http://jinja.pocoo.org/docs/2.9/] for template rendering, enabling
the use of Jinja2 functionality in templates.


	
render()

	The configuration object is mixed in. A template is chosen, loaded
and rendered.





	Returns:	The rendered template.










	
template()

	Abstract template file definition. Has to be implemented by
inheriting classes.





	Returns:	The template file path.










	
template_context = {}

	








	
class TemplateView(response_class=<class 'spresso.model.web.base.Response'>, **kwargs)

	Bases: spresso.view.base.View, spresso.view.base.TemplateBase

Abstract template view class that inserts the template in a HTTP
response.


	
make_response(response)

	Wrapper around render(). Adds the rendered template to the
response object.





	Parameters:	response (spresso.model.web.base.Response) – The
response.


	Returns:	The response containing the template.














	
class View(response_class=<class 'spresso.model.web.base.Response'>, **kwargs)

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Basic view class.





	Parameters:	response_class (optional) – The response class, defaults to
spresso.model.web.base.Response.






	
make_response(response)

	Basic Interface method. Can be extended by inheriting classes.





	Parameters:	
	response (spresso.model.web.base.Response) – The

	response. – 






	Returns:	The response parameter.












	
process(response)

	Wrapper around make_response(). If no valid response is
returned a default instance of type response_class is returned.





	Parameters:	response – The response.


	Returns:	The verified response of type response_class.














	
json_error_response(error, response, status_code=400)

	Method for returning a JSON error response, based on a
spresso.utils.error.SpressoBaseError.





	Parameters:	
	error (spresso.utils.error.SpressoBaseError) – The error.

	response (spresso.model.web.base.Response) – The response.

	status_code (int [https://docs.python.org/2/library/functions.html#int]) – The HTTP status code.






	Returns:	
	The response containing

	the error.










	Return type:	spresso.model.web.base.Response












	
json_success_response(data, response)

	Method for returning a JSON success response, based on response data.





	Parameters:	
	data (str [https://docs.python.org/2/library/functions.html#str]) – The response data.

	response (spresso.model.web.base.Response) – The response.






	Returns:	The response containing
the data.




	Return type:	spresso.model.web.base.Response
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